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 Information on personal data processing 
 

Through this document, as a personal data administrator - ŠKODA AUTO DigiLab s.r.o., registered office: Jankovcova 1603/47a, 

Holešovice, Prague 7, Postal Code 170 00, Company Id No: 05976359, registered in the Commercial Register of the Municipal Court in 

Prague under file number C 274001 (hereinafter “ŠKODA AUTO DigiLab”) – we are providing you with information on personal data 

processing and your rights relating to the relevant processing. 

 

Processing takes place as part of the following activities: 

 

Employee recruitment 
 

1. Purpose of processing: 

Employee recruitment 

 

Description of purpose of processing: 

We collect personal data in the scope of sent CVs and any other documents from candidates for a particular position through 

employment agencies and own communication channels. We carry out tenders in cooperation with ŠKODA AUTO a.s., where the 

personal data provided by you is processed in order to assess the suitability of you as a job seeker in relation to a particular position. 

Description of legal basis for processing: 

We have a legitimate interest in carrying out this processing. This legitimate interest is the possibility of implementing a tender. 

Categories of personal data that we process: 

Identification data; contact information; descriptive data; recruitment data.  

Duration of processing and archiving: 

We process personal data for the duration of the tender. Upon the completion of the tender, we will liquidate your personal data except 

for your name, surname and date of participation in the tender. 

Categories of other processors or recipients to whom we may provide personal data: 

Recruitment agencies, ŠKODA AUTO a.s. 

Upon request, your personal data may be provided to public authorities, in particular courts, the Police of the Czech Republic and other 

law enforcement agencies to the extent necessary and within the limits of the law. 

Origin of personal data: 

Directly from you.. 

Transfer of personal data to third countries or international companies? 

Within this specified processing, your personal data shall not be transferred to third countries or international companies.  

Automated decision-making on the basis of personal data: 

This will not occur during this processing. 

Other information 

Personal data may be subject to archiving in public interest and used for the purposes of scientific, historical or statistical research.
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2. Purpose of processing: 

Records of potentially suitable job seekers for positions announced in the future based on their participation in past tenders. 

 

Description of purpose of processing: 

We process personal data in the scope of sent CVs and any other documents from a tender from unsuccessful job seekers who may be 

considered for a job in the future, whether within ŠKODA AUTO Digi Lab or ŠKODA AUTO a.s., if they have given us permission. The 

personal data of other candidates are liquidated after the end of the given tender. 

Description of legal basis for processing: 

We are entitled to carry out processing based on your granted consent to the processing of personal data. If you did not grant your 

consent, we will not process your personal data for this reason. 

Categories of personal data that we process: 

Identification data; contact information; descriptive data; recruitment data.  

Duration of processing and archiving:                  

For 1 year from the end of the tender. 

Categories of other processors or recipients to whom we may provide personal data: 

ŠKODA AUTO a.s. 

Upon request, your personal data may be provided to public authorities, in particular courts, the Police of the Czech Republic and other 

law enforcement agencies to the extent necessary and within the limits of the law. 

Origin of personal data: 

Directly from you. 

Transfer of personal data to third countries or international companies? 

Within this specified processing, your personal data shall not be transferred to third countries or international companies.  

Automated decision-making on the basis of personal data: 

This will not occur during this processing. 

Other information 

Personal data may be subject to archiving in public interest and used for the purposes of scientific, historical or statistical research.
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3. Purpose of processing: 

Basic records of job seekers for the purpose of preventing repeated participation in tenders. 

 

Description of purpose of processing: 

For the purpose of limiting duplicity of expressed interest in employment, and in order to have a basic overview of past tenders, we 

keep records of personal data in the scope of name and surname, as well as tender date for all candidates who have not been successful 

in the past tenders. 

Description of legal basis for processing: 

We have a legitimate interest in carrying out this processing. This legitimate interest is the prevention of repeated participation in 

tenders and keeping records of past tenders. 

Categories of personal data that we process: 

Identification data. 

Duration of processing and archiving: 

For 3 years from the end of the tender. 

Categories of other processors or recipients to whom we may provide personal data: 

Upon request, your personal data may be provided to public authorities, in particular courts, the Police of the Czech Republic and other 

law enforcement agencies to the extent necessary and within the limits of the law. 

Origin of personal data: 

Directly from you. 

Transfer of personal data to third countries or international companies? 

Within this specified processing, your personal data shall not be transferred to third countries or international companies.  

Automated decision-making on the basis of personal data: 

This will not occur during this processing. 

Other information 

Personal data may be subject to archiving in public interest and used for the purposes of scientific, historical or statistical research.
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Business partners 
 

4. Purpose of processing: 
Processing queries and requests from website visitors 

 

Description of purpose of processing: 

We collect personal data in the scope of entered contact information and any other documents from candidates interested in possible 

collaboration through own communication channels. We process your provided personal data to meet your requirements and answer 

your questions, or to initiate further communication regarding possible further cooperation. 

Description of legal basis for processing: 

We process your personal data based on the consent you granted us by sending your contact information via our communication 

channels. This consent may be revoked by you at any time. 

Categories of personal data that we process: 

Identification data; contact information; or descriptive data; 

Duration of processing and archiving: 

We process personal data for the period necessary for processing your inquiry or request. 

Categories of other processors or recipients to whom we may provide personal data: 

Upon request, your personal data may be provided to public authorities, in particular courts, the Police of the Czech Republic and other 

law enforcement agencies to the extent necessary and within the limits of the law. 

Origin of personal data: 

Directly from you. 

Transfer of personal data to third countries or international companies? 

Within this specified processing, your personal data shall not be transferred to third countries or international companies.  

Automated decision-making on the basis of personal data: 

This will not occur during this processing. 

Other information 

Personal data may be subject to archiving in public interest and used for the purposes of scientific, historical or statistical research. 
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or 

Electronically at address: 

dpo@skodaautodigilab.com 

In writing at address: 

ŠKODA AUTO DigiLab s.r.o.  

To the attn. of the DPO  

Jankovcova 1603/47a  

170 00 Praha 7 - Holešovice 

 
 

 What are your rights? 
 

You have the following rights as part of personal data processing: 

 

    

Access to processed personal 

data. 

Revoking consent to 

processing of personal data. 

Correction of inaccurate or 

incorrect data or supplementing 

of incomplete data. 

Deleting personal data in the 

event of termination of 

purpose or unauthorized 

processing. 

    

Restricting or blocking of 

personal data processing. 

Listing of personal data in a 
structured and machine-
readable format for yourself, 
or for another administrator. 

. 

Submission of an objection to 

personal data processing if you 

believe that the processing is 

not justified. 

Not to be the subject of 

automated decision-making. 

 

 

 How you can exercise your rights? 
 

 You can use the following contact information for communication with ŠKODA AUTO DigiLab regarding protection of personal data: 

In relation to the exercising of your rights, ŠKODA AUTO DigiLab may request a reasonable payment not exceeding the costs necessary 
for handling requests, so long as such requests are manifestly unreasonable or excessive. 

 

 Officer for the protection of personal data  

  

If you have any questions regarding the protection of personal data, you can 

contact the officer for the protection of personal data of ŠKODA AUTO 

DigiLab. 

 

 www.skodaautodigilab.com 

 dpo@skodaautodigilab.com 

 

 

 Possibility of filing a complaint  

  Office for Personal Data Protection 
 Pplk. Sochora 27 
 170 00 Prague 7 

 +420 234 665 111 

               http://www.ouu.cz 

If you do not agree with the manner by which we process your personal data, in 

order to protect your rights, you can file a complaint with the officer for the 

protection of personal data of ŠKODA AUTO DigiLab, or you can file a 

complaint with the supervisory authority. 

mailto:dpo@skodaautodigilab.com
http://www.ouu.cz/
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DECLARATION ON THE PROTECTION OF PERSONAL DATA 
 

1. INTRODUCTION 

We have prepared this Declaration on the Protection of Personal Data for you to let you know how we collect, 

process, use and protect your personal data to help protect your privacy. 

We handle all of your personal data in accordance with applicable legislation, in particular Regulation (EU) 2016/679 

of the European Parliament and of the Council on the protection of individuals with regard to the processing of 

personal data and the free movement of such data ("GDPR"), Act No. 127/2005 Coll., on Electronic Communications, 

as amended, and Act No. 480/2004 Coll. on Certain Information Society Services, as amended. 

Via this Declaration on the Protection of Personal Data, we would also like to clarify for you the most important 

concepts and processes that we use for the protection of your personal data, and to answer your questions that you 

may have in connection with the collection, processing and storage of your personal data. 

 

2. SUPERVISION 

We pride ourselves on the fact that in any handling of your personal data, we comply with all established and binding 

rules and security measures, and we therefore hope that there will be no situations where you would be dissatisfied 

with our actions toward you. 

For cases where you would not agree with the way we process your personal data, you can contact: 

Office for Personal Data Protection  

address: Pplk. Sochora 27, 170 00 Prague 7  

tel.: +420 234 665 111  

web: www.uoou.cz 

 

 

3. OUR APPROACH  

We consider personal data protection very important and therefore pay close attention to it. 

You can therefore be sure that we handle your personal data with due care and in accordance with applicable law, 

and that we protect your personal data to the highest possible degree corresponding to a high technical level. 

In order to fully understand how we protect your personal data, we recommend that you read this Declaration on 

the Protection of Personal Data carefully. 

We follow the following policies when processing your personal data: 

- The principle of legality, which requires us to process your personal data always in accordance with legal 

regulations and on the basis of at least one legal title. 

- The principle of fairness and transparency, which requires us to process your personal data openly and 

transparently, and to provide you with information about how the data is processed, along with information 

about who your personal data will be made available to (for example, when we store your personal data in data 

storage - clouds - outside the European Union and the European Economic Area). This also includes our 

obligation to inform you in cases of serious security breaches or personal data leaks. 

- The purpose limitation principle, which allows us to collect your personal data only for a clearly defined purpose. 

- The data minimisation principle, which requires us to process only personal data necessary, relevant and 

reasonable in relation to the purpose of their processing. 

 

 

http://www.uoou.cz/
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- The accuracy principle, which requires us to take all reasonable measures to ensure that your personal data is 

regularly updated or corrected. 

- The storage limitation principle, which requires us to keep your personal data only for as long as is necessary for 

the specific purpose for which it is processed (for example, for the period for which marketing approval has 

been granted if it has not been revoked before the expiration of this period). Therefore, once the period for 

processing or purpose of processing is over, we will delete your personal data or make it anonymous, i.e. we will 

modify it so that it is not connectable with you. 

- The integrity and confidentiality, indisputableness and availability principle, which requires us to secure your 

personal data and protect it against unauthorized or illegal processing, loss or destruction. For these reasons, 

we take numerous technical and organizational measures to protect your personal data. We also make sure that 

only selected employees have access to your personal data. 

- The accountability principle, which requires us to be able to demonstrate compliance with all the above-

mentioned conditions. 

 

4. CONTACT INFORMATION  FOR YOUR QUESTIONS OR DOUBTS 

If you are unclear about any part of this Declaration, or if you have any questions or concerns about protecting 

your personal data, please do not hesitate to contact our Officer for Personal Data Protection of ŠKODA AUTO 

DigiLab: dpo@skodaautodigilab.com. www.skodaautodigilab.com. 

 

5. WHAT IS PERSONAL DATA, ITS DIVISION 

Personal data is information thanks to which we can identify you. This is therefore information that is specifically 

attributable to your person. 

Personal data does not mean anonymous or aggregated data, i.e. data that we cannot uniquely link to you. 

We divide personal data into: 

- Basic data, which includes your name, surname, date of birth and ID card (other document) number. 

- Special personal data category consists of sensitive personal data, which is very personal in nature that includes, 

for example, information about your health. 

We further divide basic data into individual categories. For an overview of these categories, see chapter “15. Data 

Categories”. 

 

6. LEGAL TITLES FOR PROCESSING YOUR PERSONAL DATA 

We obtain your personal data from you and always handle it exclusively to the extent necessary and for the 

fulfilment of the relevant purpose. Providing your personal data is voluntary for you and, in cases where it is 

supplied on the basis of consent, deletion of processed personal data can be requested if certain conditions are 

fulfilled (for more details, see Chapter “10. Your Rights”). 

In some cases, such as concluding a contract for the provision of our services, we also need to obtain the 

necessary scope of personal data from you in the case of your binding order for such a service. Without this data, 

we would not be able to meet your requirements and conclude the contract in question with you, in particular 

with regard to fulfilling our legislative obligations, but also with regard to protecting our legitimate interests. 

 

 

mailto:dpo@skodaautodigilab.com
http://www.skodaautodigilab.com/
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Below is a list of titles defined by legislation on the basis of which we are entitled to process your personal data. 

The main titles for processing your personal data include: 

- Consent – you grant us consent for one or more specific purposes (for example, to send commercial 

communications). In order to obtain consent to process your personal data, we comply with the following rules: i) 

we will always collect consents to the processing of your personal data from you separately, and therefore, 

granting consent will not be part of the contract text or other arrangements; ii) the text of the consent will 

always be understandable; iii) granting of consent always takes place in the event of your active action, and 

therefore, no boxes will be filled in for you in advance; iv) you will grant consent for each processing purpose 

separately. 

- Contract fulfilment – we require your personal data here for the purposes of concluding a contractual 

relationship and subsequent fulfilment thereof, or before the conclusion of the contract (for example, an order 

preceding the conclusion of the contract). 

- Fulfilment of legal obligations - we require your personal data here for the purposes of its processing for the 

fulfilment of our legislative obligations as an administrator. 

- Legitimate interest - processing your personal data would be necessary for the purposes of our legitimate 

interests, except where your interests or your fundamental rights and freedoms prevail over these interests. 

Rather marginally, the following will be applied as a title for processing your personal data: 

- Protection of the interests of data subjects - processing your personal data would be necessary to protect the 

vital interests of you or another person. 

- Public interest – we are obliged to process your personal data fulfilment of our task carried out in the public 

interest or in the exercising of public authority, which we shall be entrusted with as an administrator. 

 

7. METHOD OF PERSONAL DATA PROCESSING 

For details on how we process your personal data, see the Information Memorandum above. 

 

8. REASONS FOR PERSONAL DATA PROCESSING 

As we have already mentioned in chapter "6. Legal Titles for Processing Your Personal Data", we need to base each 

processing of your personal data on a legal title. 

Below are examples of situations in which we will most often request your personal data, and the title for which we 

will do so: 

- Recruitment of new employees - the legal title will be the conclusion of an employment contract and the 

fulfilment of our legal obligations. 

- Download and use of mobile applications - the legal title will be the conclusion of a contract and the fulfilment 

from the agreement on the use of the application. 

- Marketing purposes - the legal title will be the granting of consent for the purpose of send commercial 

communications. 

- Storing of cookies necessary for the functioning of websites - the legal title will be our legitimate interest, as 

storing cookies is necessary for the proper functioning of the website.  
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9. PROTECTION OF PERSONAL DATA 

We consider the protection of your personal data very important and we therefore  comply with technical and 

organizational measures ensuring the security of your personal data listed below. These measures include: 

- Physical access control - we store all data in such a way as to protect access to it, which means that the places 

where they are stored are secured by technical means such as chip cards, keys, electronically lockable doors, etc. 

- Entry control – we will not allow anyone to enter any system for the storage of personal data without entering 

the relevant password. Therefore, only authorized persons will have access to data. 

- Access control - We have taken precautions to prevent unauthorized reading, copying, modification, removal 

from the system or other handling of data. 

- Creation of pseudonyms – we carry out personal data processing by modifying data, and thereby that data is not 

assignable to a specific person (so-called pseudonymized). 

- Transfer control - we protect all personal data handling in the event of their electronic transfer so as to prevent 

unauthorized reading, copying, modification or deletion. 

 

10. YOUR RIGHTS 

Protection of personal data would, of course, not be complete if you had no rights in terms of their protection. 

Below you will find a list of your rights related to personal data protection along with a practical explanation of their 

use: 

- The right to provision of information on personal data processing entitles you to obtain information regarding 

our full identification as the administrator of your personal data, along with contact details for our personal data 

officer. You are also are entitled to know the legal title of the processing (such as contract fulfilment), purpose 

(such as service contracts), or information on the retention of personal data. Before we begin processing your 

personal data, we will inform you in advance of the legal title and purpose of this processing. 

- The right to access personal data entitles you to obtain from us information, based on your request, whether 

we process your personal data, and, if so, to what extent. You are also are entitled to request a copy of processed 

personal data. If you request as such, we are also obliged to inform you of the purpose of the processing, the 

recipient of processed personal data, or other related information. 

- The right to make a correction will allow you, for example, to ask us to change any of your personal data we 

process if there is a change thereto (for example, change of surname, change of address, etc.). 

As a personal data administrator, it is not our obligation to actively find out whether the personal data we collect 

about you is up to date, incorrect or inaccurate; however, if you notify us of this fact, it is our obligation to 

address your comments or request for correction. For the fulfilment of the same assumptions, you also have the 

right to ask us to supplement personal data. 

- Right to deletion is also referred to as "the right to be forgotten" and requires us to dispose of your personal 

data as personal data administrators in the following cases: 

- there is no longer a purpose for the processing (for example, termination of the contractual relationship), 

- you revoke your consent to the processing of personal data and there is no other reason for processing 

your personal data (for example, withdrawing marketing consent, provided you have no contractual 

relationship with us),  

- you object to personal data processing (provided that it is eligible and there is no legal reason to process 

your personal data), 

- in accordance with the applicable legislation, we are required to delete your data (for example, shredding 

obligation). 
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- The right to raise an objection is similar to the right to withdraw consent and applies when personal data is 

processed on the basis of legitimate interest (for example, to protect our property). You can also raise an 

objection if your personal data is processed for direct marketing purposes. In justified cases, your personal data 

will be deleted after your objection has been accepted and will not be further processed. 

- Right to transfer of personal data - if you ask us to transfer your personal data to another administrator, it is our 

obligation to provide such data to the  administrator in a structured, commonly-used, machine-readable format. 

You may exercise this right only if the processing is based on consent or a contract, and if it is automated 

processing, i.e. processing that is done exclusively through technical means based on a predetermined algorithm 

and without any human intervention. 

- The right not to be the subject of a decision based solely on automated processing of automated decision-

making means that if your personal data processing is to be used as a basis for a decision, typically when 

assessing your solvency before providing a service, you have the right to request that your personal data be 

reviewed by a person. 

 

11. ADMINISTRATOR AND PROCESSOR 

When you provide your personal data to use, for example when using our services, when you communicate with us 

as part of our marketing campaigns or ask us questions, we act toward you as an administrator of your personal 

data. 

As a personal data administrator, we then determine the purpose and means of processing your personal data. 

Processing means any operation or set of operations with personal data, such as collecting, processing, organizing, 

structuring, etc. 

As an administrator of your personal data, we are also responsible for complying with all obligations and principles 

related to personal data protection, in particular for their adequate protection. If your personal data security is 

violated, which of course we are trying to prevent, we are obliged to notify the Personal Data Protection Authority 

within 72 hours of such a fact.  

However, if the violation of your personal data represents a large risk, we are obliged to also inform you of it, 

provided that we will have current contact information for you available. 

A processor is the entity to which we will hand over your personal data as an administrator, and who will continue 

to handle it in accordance with our instructions. For example, these include our business partners, such as external 

marketing agencies that send you business and marketing communications on our behalf. 

In order to be sure that your personal data is handled in accordance with applicable legislation and is provided with 

sufficient security, we have entered into a written personal data processing contract with the processor. 

 

12. RULES FOR SHARING YOUR PERSONAL DATA WITH THIRD ENTITIES   

We divide the rules by which we share your personal data with their processor into two basic categories.  

The first category includes the sharing of personal data within the European Union and the European Economic 

Area, whilst the second includes sharing to third countries outside the European Union and the European Economic 

Area and sharing with international organizations. 

 

 

 

 



PERSONAL DATA PROTECTION POLICY  

ŠKODA AUTO DigiLab s.r.o., Jankovcova 1603/47a, 170 00 Prague 7, Czech Republic, www.skodaautodigilab.com 

11/14 

 

 
 
 
  
 
 

 

 

 

In order to share your personal data with a processor within the European Union and the European Economic Area, 

we make sure that this consist of: 

- sharing personal data for a specific purpose (for example, the preparation of a marketing campaign),  

- the transfer of only a clearly-defined and necessary extent of personal data,  

- transfers carried out on the basis of a duly concluded contract on personal data processing,  

- sharing implemented in a secure way (encryption, pseudonymization, etc.). 

With regard to sharing your personal data with third countries outside the European Union and the European 

Economic Area and international organizations, we will do so solely on the basis of standard contractual clauses, i.e. 

sample contracts issued by the European Commission, and these will be exclusively entities located in countries 

that provide adequate personal data protection as decided by the European Commission. 

 

13. WHEN ARE YOU A PERSONAL DATA SUBJECT? 

You are a personal data subject solely as a natural person; the legal regulation of personal data protection therefore 

does not apply to legal entities, typically business companies, cooperatives, associations, etc.  

On the basis of these legal titles, we can then classify you into two basic groups. We understand the first group as 

our customers, which you will become if your we process your personal data for the purpose of concluding and 

fulfilling contracts for using our services. 

We designate the second group of subjects whose personal data we process as a group of third parties, which you 

will be, for example, if you grant us marketing consent or use our website without also being our customer. If you 

want to know when and under what conditions you can know the extent of personal data we are processing about 

you, or if you want your processed personal data removed, please read Chapter “10. Your Rights”, in which the 

individual procedures and their conditions are explained. 

 

14. TERMS 

-  sensitive data 

Data that is of a specific nature, such as your health information or a biometric data that allows for the 

identification of a person (according to legislation, currently referred to as "special categories of personal 

data"). 

-  cookies 

A short text file that the visited webpage sends to the browser. It allows the website to record information 

about your visit, for example, preferred language, and other settings. The next visit to the site can thus be 

easier and more productive. Cookies are important. Without them, browsing the website would be much 

more complicated. 

-  legitimate interest 

Interest of an administrator or a third party, for example, in a situation where the data subject is a customer of 

the administrator, except however, where the interests of the subject or its fundamental rights and freedoms 

prevail over such interests. 

-  personal data 

Information on a specific, identifiable person. 
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-  recipient 

The entity to that data is transferred. 

-  service 

Means any of the services that we offer you, including our products, services offered online and their support. 

-  administrator 

The entity that determines the purpose and means of personal data processing; the administrator may assign 

the processing to a processor. 

-  data subject 

A live person to whom the personal data relates. 

-  purpose 

The reason for why the administrator uses your personal data. 

-  processing 

The activity that the administrator or processor carry out with personal data. 

-  processor 

The entity that processes personal data for the administrator. 

 

15.  PERSONAL DATA CATEGORIES 

 Below you will find individual categories of personal data and a breakdown of the specific data we include 

under them. 

-  Identification data: name, surname, maiden name, addressing, academic title before / after name, gender, 

language, residence, permanent residence, date and place of birth, date of death, nationality / citizenship, 

person identifier (assigned by a company), document type, diplomatic passport number, identity card number, 

social security number, driver’s license number, passport number, validity of document, date and place of 

issue of the document, photo from ID card, login to application, date of creation / cancellation of the record, 

employee number, employer, job position, journalist accreditation number, signature. 

-  Contact information: mailing address, work address, telephone number, fax, e-mail address, data box, social 

media contact information. 

-  Psychological characteristics: any information about the nature / state of mind / mood. 

-  Physical characteristics: any physical characteristics (hair colour, eye colour, height, weight, etc.).  

-  Risk profiles: cyber risk, AML risk, anti-fraud Risk, CFT risk, embargo risk, PEP, other security risk. 

-  Data about family and other persons: marriage, partnership, marital status, number of children, household 

information, child's name and surname, date of birth of the child, information about another person (kinship 

and other relationships). 

-  Descriptive data: social status (student/employee/self-employed/no income), job position and experiences, 

skills, education, qualifications, lifestyle, habits, leisure time and travel, membership e.g. in a charity or 

voluntary organizations, information on the area where data subject lives, housing information, significant 

moments in the life of the subjects (moving, obtaining a driver’s license), health insurance company code, 

arms license (yes/no), left-handed/right-handed, EHIC card number, preferred dealer, copy of sick leave 

document, segmentation. 
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-  Copy of a personal document or other public document: copy of ID card, copy of passport, copy of 

particularly severe disability card, particularly severe disability with a guide card, copy of driver’s license, copy 

of diplomatic passport, copy of technical certificate, personal identification number. 

-  Indication of race or ethnic origin: race or ethnic origin. 

-  Indication of religion or philosophical beliefs: religious or philosophical beliefs.  

-  Indication of trade union membership: union membership. 

-  Genetic information: genetic information. 

-  Biometric data: biometric data (signature, photo). 

-  Data relating to judgments in criminal matters and crimes and related security measures: data relating to 

judgments in criminal matters and crimes and related security measures. 

-  Health data: physical health, mental health, risk situations and risk behaviour, particularly severe disability, 

particularly severe disability with a guide, blood type, health care data, data about sexual life or sexual 

orientation. 

-  Wages and similar data: wages / remuneration, wage compensation, average earnings, bonuses / drawing of 

benefits, wage deductions, method of sending wages, expenses, private account number, internal resources 

consumption, insurance, taxes and deductions, taxpayer statements, tax returns and documentation, data on 

employee’s property. 

-  CVs, motivational letters and tender records: CVs, motivational letters, tender results and records. 

-  Work performance data: job position, superior, work hours & public holidays, holidays, sick leave, 

maternity/parental leave, career breaks, attendance, events, calendar, home office, information about 

business trips and other changes in employment, entrusted equipment and other values, ICT assets, number 

of hours worked, training received, access rights, work injury book, work for a third party, donations received 

and handed over. 

-  Evaluation and related communication: employee feedback, survey responses, complaints / 

suggestions/proposals/requests/queries and their handling, service requirements, evaluation records, internal 

sanctions, self-assessment, personal goals and KPIs. 

-  Other identification and contact information for the employee: employee card number, access rights, work 

email accounts, work phone number, internal IT system passwords, internal IT system access / logs - VPN 

connection, data on employees from the group. 

-  Transaction data: bank account number, debit / credit card number, authorization / power of attorney, 

transaction date, transaction amount. 

-  Trading history: transactions and contracts including related information, offers of / inquiries about business 

opportunities, subject, date, place of transaction, reminders, group trading information. 

-  Internal control and investigation data: internal investigation records, whistle-blowing cases, internal system 

logs, logs related to Internet / traffic usage, logs related to the use of e-mail services / operation, logs related 

to the use of telecommunications means / operation. 

-  Photographs / video: photographs, video.  

-  Voice records: voice records. 
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-  Communication, interaction and profiles derived on the basis of this data: chat (instant messaging), 

conversations, email communication, behaviour or surfing / clicking / searching and listening / browsing 

related to the Internet /email /media /apps, information obtained through feedback / surveys / comments / 

suggestions / complaints in relation to an administrator, consent / disagreement with the type or form of 

communication. 

-  Data localization: data localization based on GPS, beacon technology, location data derived from other 

operations (e.g. card payments with a vendor at an establishment). 

-  Network identifiers: Mac address, IP address, Device Fingerprint, cookies or similar browser information 

technology. 


